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Financial fraud remains a critical challenge for banking systems and
digital payment platforms worldwide. With the rapid growth of
electronic transactions, effective fraud detection mechanisms are
essential to ensure security and user trust. This study explores the
application of an unsupervised deep learning model—Autoencoder—
for anomaly-based financial fraud detection. Utilizing the publicly
available Kaggle Credit Card Fraud Detection dataset, which
comprises 284,807 transactions including 492 fraudulent cases, the
model is trained exclusively on legitimate transactions to learn typical
behavioral patterns. Prior to training, the dataset underwent feature
anonymization using Principal Component Analysis (PCA), and
numerical columns such as "Amount™ and "Time" were normalized
using Min-Max Scaling. The Autoencoder architecture includes three
encoder and decoder layers with ReLU activations, and is optimized
using the Adam optimizer with Mean Squared Error (MSE) as the loss
function. Experimental results show that the model achieves a
classification accuracy of 94% and an AUC score of 0.931, indicating
strong potential for detecting anomalies. However, the precision for
identifying fraudulent transactions remains relatively low (5%),
reflecting the challenges posed by imbalanced datasets. Despite this,
the study demonstrates that Autoencoder offers a promising
foundation for fraud detection systems, with further improvements
possible through model integration and hybrid ensemble techniques
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1. INTRODUCTION

In the digital era, financial fraud has emerged as a major global threat, significantly impacting the integrity
of financial institutions, corporate operations, and consumer trust. The proliferation of online payment systems
and electronic banking has led to an exponential increase in financial transactions, thereby creating a fertile
ground for fraudulent activities [1]. According to the Association of Certified Fraud Examiners (ACFE),

organizations lose an estimated 5% of
most prevalent forms [2].

their annual revenue to fraud, with credit card fraud being among the
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Traditional rule-based systems used to detect financial fraud often fail to adapt to evolving fraudulent
tactics, leading to high false positive rates and undetected sophisticated attacks [3]. As such, there has been a
paradigm shift towards utilizing data-driven techniques, particularly machine learning and deep learning, to
develop more robust fraud detection frameworks [4].

Among various machine learning strategies, unsupervised learning techniques have gained increasing
attention due to their ability to detect anomalies without the need for labeled fraudulent data. One of the most
promising methods in this domain is the Autoencoder, a type of neural network designed to learn compressed
representations of input data and reconstruct them with minimal error [5]. When trained on only legitimate
(non-fraudulent) transactions, the Autoencoder learns a baseline of "normal behavior." Any transaction that
significantly deviates from this learned pattern can be flagged as a potential anomaly or fraud case [6].

This research aims to implement an Autoencoder-based anomaly detection model using the Kaggle Credit
Card Fraud Detection dataset, which contains 284,807 transactions, out of which only 492 are labeled as
fraudulent. The dataset is characterized by high class imbalance and anonymized features generated through
Principal Component Analysis (PCA) [7]. Such conditions pose unique challenges and necessitate tailored
preprocessing techniques, including Min-Max Scaling for "Amount"” and "Time" fields.

To evaluate model effectiveness, performance metrics such as Accuracy, Precision, Recall, and Area
Under the Receiver Operating Characteristic Curve (AUC-ROC) are utilized. Preliminary results demonstrate
that the Autoencoder achieves a high detection accuracy of 94% and an AUC score of 0.931. However, the
model struggles to achieve high precision in detecting minority class samples (fraud cases), which is acommon
issue in imbalanced datasets [8].

Despite the numerous advancements in machine learning algorithms for fraud detection, the domain still
faces several pressing challenges. One of the foremost issues is the class imbalance in most real-world datasets,
fraudulent transactions make up less than 1% of the data [7]. This disproportion makes it difficult for
conventional classifiers to learn useful representations of the minority class, often resulting in poor recall and
precision for fraud detection. Furthermore, many fraud detection systems operate in adversarial environments,
where fraudsters continuously evolve their strategies to evade detection [8]. In this context, unsupervised
anomaly detection methods like Autoencoders have shown significant potential, especially when labeled fraud
data is scarce or unavailable. Unlike supervised learning models that require balanced and annotated datasets,
Autoencoders can learn patterns from normal (non-fraudulent) transactions and detect outliers based on
reconstruction errors [5], [6].

Additionally, financial datasets often include sensitive and high-dimensional data, which poses challenges
for model interpretability and efficiency. The Kaggle Credit Card Fraud Detection dataset used in this study
provides a realistic setting with anonymized features through Principal Component Analysis (PCA), simulating
the confidentiality concerns of real financial institutions. By integrating PCA-based feature anonymization and
normalization techniques, this research ensures that the model remains practical and adaptable to real-world
scenarios [7]. To address the shortcomings in fraud detection, this study proposes a structured Autoencoder
architecture with multiple encoding and decoding layers, trained solely on normal transactions. The core idea
is to establish a learned boundary for what constitutes "normal” behavior. During inference, transactions that
deviate significantly quantified by high reconstruction error are classified as anomalies and potential frauds.
This research is further motivated by the need for scalable and adaptable fraud detection systems, which can
be retrained incrementally and deployed in real-time environments. Autoencoder-based models, with their
lightweight structure and training efficiency, offer a feasible foundation for integration into existing financial
infrastructures such as payment gateways, transaction monitoring systems, and anti-fraud platforms [9].

2. METHOD

2.1 Dataset Description

The dataset used in this research is the Credit Card Fraud Detection dataset made publicly available by
Kaggle [11]. It contains 284,807 transaction records from European cardholders, among which 492
transactions are labeled as fraudulent—representing approximately 0.172% of the data, thus exhibiting a high
degree of class imbalance.

The dataset consists of 30 features:
- 28 principal components (V1-V28) extracted via Principal Component Analysis (PCA) for anonymization
[17].
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- The remaining two features are “Time” and “Amount”. The target variable is labeled as 0 for non-
fraudulent and 1 for fraudulent transactions.

2.2 Data Preprocessing

To prepare the data for modeling, several preprocessing steps were performed:

1. Normalization: The “Amount” and “Time” features were scaled using Min-Max Normalization to map
values between 0 and 1.

2. Train-Test Split: The dataset was split into 80% training and 20% testing sets. Only legitimate (Class = 0)
transactions were used to train the Autoencoder [14].

3. Shuffling: Randomization was applied to prevent bias based on data order.

2.3 Autoencoder Architecture

An Autoencoder is a type of unsupervised neural network that aims to reconstruct its input [15]. It consists of
two main components:

- Encoder: Compresses input data into a latent space.

- Decoder: Reconstructs the original input.

Autoencoders are effective for anomaly detection as they learn the structure of normal data and identify
deviations as anomalies [16].

2.4 Model Training

The Autoencoder was trained with the following parameters:

- Loss Function: Mean Squared Error (MSE)

- Optimizer: Adam with a learning rate of 0.001

- Epochs: 50

- Batch Size: 256

The model was exclusively trained on legitimate transactions to minimize reconstruction loss. Transactions
yielding high reconstruction error are treated as potential anomalies [18].

2.5 Anomaly Detection Mechanism

After training, the model calculates the reconstruction error for each transaction. A threshold is determined
empirically:

- If MSE > threshold — fraudulent

- If MSE < threshold — legitimate

Threshold tuning is critical as it influences model precision and recall [19].

2.6 Evaluation Metrics

Performance is evaluated using the following metrics:

- Accuracy = (TP + TN) /(TP + TN + FP + FN)

- Precision = TP / (TP + FP)

- Recall = TP /(TP + FN)

- F1-Score = 2 * (Precision * Recall) / (Precision + Recall)

- AUC-ROC: measures the classifier’s ability to distinguish between classes [20].
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Figure 1. Research Diagram

Flowchart illustrates the systematic workflow for detecting financial fraud using an Autoencoder-based
anomaly detection model. The process begins by loading the credit card transaction dataset obtained from
Kaggle. This data undergoes preprocessing, which includes normalization of key features and splitting the
dataset into training and testing sets. Only legitimate transactions are used to train the Autoencoder, allowing
the model to learn normal transaction patterns. Once the model is trained, it reconstructs test data and calculates
the reconstruction error (Mean Squared Error). This error is then compared to a predefined threshold.
Transactions with error values lower than or equal to the threshold are classified as normal, while those
exceeding the threshold are flagged as potentially fraudulent. The process concludes by categorizing each
transaction accordingly. This methodology enables unsupervised detection of anomalies in highly imbalanced
financial data, offering a practical solution for real-world fraud detection systems

5. Results and Discussion

This section presents the experimental results and provides an in-depth discussion of the model’s
performance in detecting credit card fraud using an Autoencoder-based approach. The model was evaluated
using a variety of performance metrics, including Accuracy, Precision, Recall, F1-Score, and Area Under the
ROC Curve (AUC-ROC). The test dataset contained both legitimate and fraudulent transactions to simulate a
realistic scenario.

a. Dataset

The dataset used in this study is the Credit Card Fraud Detection Dataset from Kaggle. This dataset
contains 284,807 transactions, with 492 labeled as fraudulent (Class = 1). The features in the dataset have
undergone anonymization using Principal Component Analysis (PCA), leaving only the "Amount" and "Time"
columns with original, interpretable values.

b. Data Preprocessing

1) Data Normalization

The "Amount" and "Time" features were normalized using the Min-Max Scaling technique to ensure that
the feature values are within a uniform range.
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© # Normalize 'Amount’ and 'Time' columns
scaler = MinMaxScaler()
data[['Time', 'Amount']] = scaler.fit transform(data[['Time', 'Amount']])

Figure 1. Data Normalization
2) Data Splitting
The dataset was split into training and testing sets with an 80:20 ratio. For training the Autoencoder, only
normal transactions (Class = 0) were used.

# Bagli menjadi set pelatihan dan pengujian
X _train, X test, y train, y test = train_test split(X, y, test size=0.2, random state-
Figure 2. Data Splitting

c. Model Architecture

The Autoencoder was used to learn patterns of normal transactions. Transactions that significantly
deviated from these learned patterns were identified as anomalies, which were most likely fraudulent. The
Autoencoder was designed with the following structure:

Encoder: Consists of three layers with decreasing neuron sizes (28 — 14 — 7).

Decoder: Consists of three layers with increasing neuron sizes (7 — 14 — 28).

The ReLU activation function was used in each layer, except for the output layer which used a linear
activation function.

© # Train the Autoencoder
history = model.fit(

X _train_normal,

X _train_normal,
epochs=50,
batch_size=256,
validation_split=0.1,
verbose=1

3¥ Epoch 1/50

800/800 6s 4ms/step - loss: ©.8727 - val loss: 0.4522
Epoch 2/50

800/800 1s 2ms/step - loss: 0.4245 - val loss: 0.3602
Epoch 3/50

800/800 2s 2ms/step - loss: ©.3627 - val loss: ©.3301
Epoch 4/50

800/800 3s 2ms/step - loss: ©.3314 - val loss: 0.3132
Epoch 5/50

800/800 3s 2ms/step - loss: ©.3165 - val loss: ©.3057
Epoch 6/50

800/800 2s 3ms/step - loss: ©.3096 - val loss: 0.3014
Epoch 7/50

800/800 1s 2ms/step - loss: 0.3056 - val loss: ©.2970
Epoch 8/50

800/800 3s 2ms/step - loss: ©.2997 - val loss: ©.2931
Epoch 9/50

800/800 1s 2ms/step - loss: 0.3004 - val loss: 0.2907
Epoch 10/50

800/800 1s 2ms/step - loss: ©.2947 - val loss: 0.2884

Figure 2. Autoencoder Model
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0 1.00 0.95 0.97 56864

1 0.03 0.85 0.05 98

accuracy 0.95 56962
macro avg 0.51 0.90 0.51 56962
weighted avg 1.00 0.95 0.97 56962

Figure 3. Clasification

The classification report shows that the Autoencoder model achieved an overall accuracy of 94.98% and
an AUC score of 0.9313, indicating a strong ability to distinguish between normal and fraudulent transactions.
1. ForClass 0 (normal transactions), the model demonstrated perfect precision (1.00) and high recall

(0.95), resulting in a strong F1-score of 0.97, across 56,864 samples.
2. For Class 1 (fraudulent transactions), the model achieved a recall of 0.85, meaning it was able to
detect 85% of fraud cases. However, its precision was very low (0.03), meaning it produced a
high number of false positives, resulting in an F1-score of just 0.05, on 98 fraud samples.
3. The macro average (unweighted mean across classes) shows precision of 0.51, recall of 0.90, and
F1-score of 0.51, highlighting imbalance sensitivity.
The weighted average, which takes into account the number of instances in each class, reflects the
dominance of class 0 with a precision of 1.00, recall of 0.95, and F1-score of 0.97.
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Figure 4. Result Clasification

The image displays the result of an object detection model (likely YOLOQ) executed in Google Colab. The
model incorrectly detects the object as a "cell phone™ with a confidence score of 0.25. However, the actual
object in the image is a BRI ATM card being held by a hand. This indicates a case of false detection or
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misclassification by the model, possibly due to limitations in the training dataset or visual similarities between
the detected label and the actual object

The data above was trained using a model that applied the Mean Squared Error (MSE) loss function and
the Adam optimizer with a learning rate of 0.001. The training process was carried out for 50 epochs with a
batch size of 256. The model was evaluated based on Mean Squared Error (MSE) and Mean Absolute Error
(MAE) using the test dataset. Mean Squared Error (MSE) is a metric used to measure the average of the squares
of the differences between the expected values and the predicted outputs. A lower MSE value indicates higher
prediction accuracy [6]. Meanwhile, Mean Absolute Error (MAE) is another commonly used metric to evaluate
the accuracy of a model's predictions, calculated by taking the average of the absolute differences between the
predicted and actual values [7]. The trained Autoencoder achieved an overall accuracy of 94%, indicating a
high capability to distinguish between normal and anomalous transactions. However, the Precision for
detecting fraudulent cases remained low at 5%, reflecting the significant challenge posed by extreme class
imbalance. Despite this, the model showed a strong AUC score of 0.931, suggesting it is highly effective at
ranking fraudulent instances higher than legitimate ones.

An important component of anomaly detection is the selection of a proper threshold value for
reconstruction error. A lower threshold increases sensitivity (Recall), but often at the cost of a higher false
positive rate. In this experiment, the threshold was determined empirically by evaluating different cutoff values
and observing their impact on the model’s confusion matrix. The selected threshold provided a trade-off
between minimizing false negatives and controlling false positives.

The confusion matrix revealed that while the model could identify the majority of normal transactions
with low reconstruction error, many fraudulent transactions were reconstructed nearly as accurately as normal
ones, leading to false negatives. This limitation stems from the overlap in data distribution between some rare
fraudulent transactions and legitimate patterns, a common issue in fraud detection tasks.

Compared to traditional supervised classifiers, the Autoencoder requires no labeled fraudulent data for
training, making it suitable for environments where fraud evolves or is sparsely labeled. However, the inability
to capture novel or complex fraud patterns—especially those not sufficiently distinct from normal behavior—
remains a critical limitation. Future work may consider the integration of Variational Autoencoders, ensemble
models, or cost-sensitive learning frameworks to improve fraud detection precision without sacrificing recall.

The findings of this study demonstrate that Autoencoders can serve as a foundational component in fraud
detection pipelines, particularly in unsupervised or semi-supervised learning settings. For practical
deployment, the model can be continuously retrained with newly collected legitimate data to adapt to evolving
transaction behavior. Moreover, combining this approach with rule-based systems or real-time alert
mechanisms can enhance fraud detection robustness in financial institutions.

Tabel 1. Evaluation Accuracy

Metric Score
Accuracy 0.94
Precision 0.05

Recall 0.76
F1-Score 0.09
AUC-ROC 0.931

Evaluation table summarizes the performance metrics of the Autoencoder model in detecting fraudulent
transactions. The model achieved an overall accuracy of 94%, indicating a strong ability to correctly classify
most transactions. However, the precision was relatively low at 5%, which reflects the model’s difficulty in
correctly identifying fraud cases without false positives—a common issue in highly imbalanced datasets. On
the other hand, the recall reached 76%, demonstrating the model’s ability to detect a large portion of actual
fraudulent cases. The resulting F1-Score was 0.09, highlighting the trade-off between precision and recall.
Lastly, the AUC-ROC score of 0.931 confirms that the model has a high discriminatory power between
fraudulent and legitimate transactions
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Figure 5. ROC

ROC (Receiver Operating Characteristic) curve provides a visual representation of the trade-off
between the true positive rate (recall) and the false positive rate at various threshold settings. As shown in the
graph, the Autoencoder model demonstrates a strong ability to distinguish between fraudulent and legitimate
transactions, with the curve bending significantly toward the top-left corner. This performance is quantified by
an AUC (Area Under Curve) score of 0.931, indicating that the model can effectively rank fraudulent
transactions higher than normal ones in most cases. A high AUC value suggests that the model is well-suited
for anomaly-based fraud detection tasks, even in the presence of highly imbalanced data

6. Discussion

The results obtained from the Autoencoder-based fraud detection model reveal several important
insights into the nature of anomaly detection in financial datasets. While the model achieved high overall
accuracy and a robust AUC score, its low precision reflects the common trade-off in imbalanced data
environments where rare classes, such as fraud, are easily overwhelmed by the majority class. This outcome
underscores the limitation of relying solely on unsupervised reconstruction error without integrating domain-
specific rules or advanced sampling strategies.

One of the key strengths of the Autoencoder is its ability to learn from normal transactions without
requiring labeled fraud instances. This makes it particularly suitable for real-world scenarios where fraudulent
behaviors evolve rapidly and labeled data is scarce or outdated. The high recall observed in the model indicates
that it can detect most of the actual fraudulent cases, which is vital in minimizing financial losses.

Despite its strengths, the model demonstrated a low precision, which could lead to a high number of
false positives and unnecessary alerts in practical deployments. This issue becomes critical when resources for
manual verification are limited. The overlap in patterns between some legitimate and fraudulent transactions
also contributes to the challenge, indicating the need for more complex representation learning or feature
enhancement techniques.

Compared to supervised learning models such as Random Forest or Gradient Boosting, the
Autoencoder is less dependent on balanced labeled datasets and is more adaptable in unsupervised settings.
However, supervised models generally outperform in precision when sufficient labeled fraud cases are
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available. Thus, a hybrid approach that combines unsupervised anomaly detection with supervised classifiers
or ensemble methods may offer a more balanced and accurate solution.

To improve precision and model robustness, future research may explore techniques such as
Variational Autoencoders, attention-based architectures, or integrating contextual metadata (e.g., user
behavior, transaction history). Threshold tuning using ROC or PR curves should also be combined with cost-
sensitive evaluation metrics tailored to the business impact of fraud. Finally, deploying Autoencoders in a
production environment should be accompanied by adaptive retraining pipelines and feedback loops from
manual reviews or downstream systems.

CONCLUSION

This study demonstrated the effectiveness of an Autoencoder-based approach for detecting financial fraud
using unsupervised anomaly detection techniques. By training the model solely on legitimate credit card
transactions from the Kaggle dataset, the Autoencoder was able to identify deviations indicative of potential
fraudulent behavior. The model achieved a high overall accuracy of 94% and an AUC score of 0.931, indicating
strong discriminative ability despite the challenges posed by class imbalance. However, the results also
highlighted a key limitation: the model’s precision in detecting actual fraud was relatively low, leading to a
higher false positive rate. This outcome is a direct consequence of the highly imbalanced dataset and the
overlapping patterns between legitimate and fraudulent transactions. Therefore, while Autoencoders can serve
as asolid foundation for fraud detection, additional mechanisms are needed to improve their practical precision.
Future improvements could include integrating ensemble learning techniques, optimizing threshold selection,
or incorporating contextual features to enhance detection accuracy. Moreover, combining the Autoencoder
with supervised learning models or domain-specific rules may lead to more comprehensive and adaptive fraud
detection systems. Ultimately, the Autoencoder presents a viable solution for financial institutions seeking
scalable and adaptive models for early fraud detection
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